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Abstract—The design of safety-related systems traditionally
has long and costly development cycles due to the highly manual
safety engineering process, which is guided by industry standards.
In this paper, we present a modelling framework that supports
DevOps principles of continuous testing and fast development
iterations for the design of safety-critical systems. We show
how modelling can help introducing DevOps in the context of
functional safety analysis, and we also report how DevOps was
used during the development of the framework.

I. I NTRODUCTION
Today, the automotive industry develops products which
contain tens of millions of lines of code [1], and which combine mechanics and (software-driven) electronics. These enormously complex systems must place paramount importance on
their functional safety to prevent injury or death. In general,
this functional safety is achieved by reducing or removing the
risk of hazards caused by system malfunctions. Manufacturers
apply functional safety standards to ensure that safety integrity
levels are met. The ISO 26262 standard [2] defines functional
safety for all Electric/Electronic/Programmable Electronic
(E/E/PE) safety-related systems in road vehicles, throughout
their lifecycle. Today, automotive manufacturers typically require their suppliers to apply the standard.
The DevOps methodology aims for short design/testing
cycles by providing tool support for continuous integration,
continuous testing, early analysis, etc. In this context, current
practices for functional safety analysis in the automotive sector
contradict the DevOps methodology, due to the functional
safety engineering process that needs to be followed in parallel
with the development process. During the functional safety
process, a safety case is constructed for systems whose malfunction has the potential to lead to an unreasonable level
of risk. Safety requirements must be documented in a precise
manner to be complete and satisfied, as in this 147-page report
on functional safety requirements for a hydraulic braking
system [3]. During development of the system, evidence and
arguments are collected, e.g., by conducting hazard analyses
and risk assessments (HARA) in the concept phase. As the
process of functional safety analysis is primarily manual,
involving documents, spreadsheets, meetings, etc. these artefacts need to be kept consistent, resulting in a long and
costly functional safety process. Early adopters move to semi-

formal notations such as SysML [4], but inconsistencies still
occur. While the development process is highly iterative, the
functional safety engineering process has become the major
bottleneck for applying redesigns or changes to the concept
(i.e., iterations in the development process), hindering the
benefits of following the DevOps methodology.
This paper introduces a framework for the ISO 26262 standard that supports continuous testing and analysis, allowing
users to keep artefacts consistent and perform automated analysis. This consequently shortens the design and testing cycle
for safety engineers, and allows for a greater understanding
of the system’s behaviour once implemented. Our framework
is based on a formal modelling language and a contractbased requirements language, both implemented as DomainSpecific Languages (DSLs) [5]. Our approach clearly shows
how model-driven engineering can contribute to DevOps by
providing continuous testing and analysis processes for functional safety. Additionally, the use of DevOps techniques
during the course of the development of this framework is also
reported, where developers at different locations communicate
with multiple academic and industrial users to continuously
give and receive feedback. We report that using DevOps
techniques in a model-driven engineering research project does
not require a lot of additional effort and provides clear benefits.
The framework is built as part of the aSET project, which
is briefly explained in Section II. In Section III, the approach
is explained. In Section IV, we report on the use of DevOps
techniques during the development of the framework. A conclusion is given in Section V.
II. T HE A SET P ROJECT
The framework presented in this paper is developed in the
context of a project titled “Automated and Simulation-based
Functional Safety Engineering Methodology” (aSET)1 . aSET
is a Interdisciplinary Collaborative Research (ICON) project,
for which the goal is to transfer basic research (in this project,
conducted by Flanders Make and the University of Antwerp)
to industrial partners (in this project, Dana Belgium, Tenneco
Automotive, Siemens Industry Software, HSPro). The project
involves a strategic basic research part, in which common
1 https://www.flandersmake.be/en/projects/aset

research questions are addressed to improve upon the state-ofthe-art by the strategic research center. In the applied research
part, the results of this research are then translated to the
specific case of each of the industrial partners in separate
work packages. This requires a close collaboration between
academic and industry partners. In this paper, we focus on
the results of the strategic basic research, as applied research
results are confidential.
The industrial partners include manufacturers of mechatronic systems (Dana Belgium, Tenneco Automotive), simulation tool vendors (Siemens Industry Software) and engineering
service providers (HSPro). All the industrial partners have
the imperative of improving the reliability and efficiency of
their functional safety engineering process. As mentioned, this
process is hindered by the heterogeneous system artefacts and
tools involved, rendering it difficult to create formal links
between these artefacts. Also, as the functional concept of
a system is commonly described textually or semi-formally,
automated analysis is not possible.
Functional Safety Engineering Framework
Figure 1 shows the iterative development process (top part,
“Design process” and “I/O”). Stages for the design process
and (a selection of) involved engineering domains are shown,
along with the input and output required for each stage. In a
typical development process, iterations are made as engineers
gain insight and discover issues, they may have to return to
earlier steps, which increases the time and cost of the design
process. Along with the development process, a safety analysis
process is followed (middle, “Safety analysis”). There are
multiple links between steps and artefacts of the development
process, which are required by the ISO 26262 standard. These
traceability links must be created and maintained through
these multiple iterations and stages. Note that Figure 1 shows
a simplified functional safety process, while in reality each
shown safety related artefact typically consists of multiple
models/files.
The main objective of the aSET project is to develop a
framework to assist the functional safety engineering process.
The framework aims for continuous integration of all artefacts
throughout the functional safety engineering process, as well
as the automation and early validation of requirements, to
make the process less error-prone and to reduce the required
design time and cost compared to the current (manual) stateof-the-practice. The framework consists of three main efforts,
which are examined in the next section in the DevOps context:
• creating a Functional Safety Formal Model (FuSaFoMo)
DSL containing the functional safety artefacts requested
by ISO 26262 (“repository” at bottom of Figure 1);
• translating textual requirements into structured text and
formal logic for verification (“requirements” at bottom
of Figure 1);
• automation of Simulation-Aided Hazard Analysis and
Risk Assessment (SAHARA) [6] (center of Figure 1).
At the time of writing, the aSET project is roughly halfway.
A first prototype of the framework is ready, and is in use by

industrial partners, such as for the industrial case study of an
electronic differential lock.
III. D EVO PS FOR F UNCTIONAL S AFETY
This section will describe three different efforts considered
in the aSET project for enabling continuous testing and
validation in the design process for safety-critical automotive
components. In particular, the project is focused on improving
the iterative design process with model-based engineering
techniques to ensure high-quality artefacts are available for
analysis to engineers at all times. The three efforts are: a)
creation of a formal safety model, b) improvements to the
design process including formalization and verification of
requirements, and c) improving the hazard analysis process
through the use of simulation. Each effort will be discussed
in terms of the intent, the successes, and the challenges
encountered.
A. Formal Model for Safety
The main effort in the aSET project is the creation of a
formal model language for describing safety-critical systems.
This language, termed a meta-model in model-driven engineering [7], contains the types, multiplicities, and other constraints
for writing a system design model. This Functional Safety
Formal Model (FuSaFoMo) allows engineers to write a formal
architectural description of the system in a similar fashion to
the Analysis & Design Language (AADL) [8], and SysML
block diagrams, but with precise semantics. The FuSaFoMo
precisely targets the functional system domain, as it is built on
concepts from the ISO 26262 standard. Currently, it is focused
on the concept phase, as shown by the shaded part on the left
side of Figure 1:
• item definition, which includes defining safety requirements and item boundary (i.e., scope of the functional
safety analysis);
• HARA, in which hazards are identified and which results
in safety goals to mitigate these hazards;
• safety-critical functions that are identified by HARA;
• functional safety concept, defining technical safety requirements, and which may introduces changes in the
general functional requirements.
This effort to create a formal model is based on similar
work in the literature focused on modeling safety domains [9],
[10], [11]. The intention is to detect errors and inconsistencies
earlier during the design, especially in the situation where
multiple engineers are collaborating on the same system. The
use of a single model to represent the architecture allows
the engineers to avoid inconsistencies and have a high-quality
artefact through the system design process.
The FuSaFoMo language and editor are built using the
XText platform2 . XText specializes in the creation of domainspecific languages (DSLs), which enable users to reason about
a problem using the problem concepts, and not concepts from
another domain such as code. Research has shown that this
2 https://www.eclipse.org/Xtext/
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Fig. 1: Role of the framework within the design process.

can significantly increase productivity [5]. Additionally, XText
provides rich support for the created language within the
editor, including error-checking and auto-complete suggesting
correctly-typed elements. This tightens the continuous testing
loop to its maximum, as syntax errors in the model are caught
immediately after they are made by an engineer, ensuring that
artefacts are kept at high quality before being shared with other
engineers.
A first version of the FuSaFoMo tool has been developed
and is in use by the industrial partners. A number of inconsistencies have been detected by the tool, which were already
present in the industrial partners’ existing safety analysis
components. These first results show how the tool can be used
to support and partly automate the functional safety analysis
process, and as an enabler to DevOps in safety-related systems.
Challenges: One key challenge is that the development process of the industry partners is flexible and differs between the
partners and even within engineering teams. As an example,
requirements may be made before or after the components
they attach to in the design process. This means that the metamodel must avoid rigourous constraints such as requiring that
a requirement always be connected to a component. However,
this means that the ability of the meta-model to constrain the
system to avoid errors is weakened. One possible solution to
this challenge is to have a series of progressively more strict
meta-models as the system becomes more developed, though
this raises issues of models evolving over time to match the
stricter meta-models.
A challenge in the effort to develop the FuSaFoMo itself is
the requirement to align model versions belonging to multiple
stakeholders. As the FuSaFoMo language is still in development, syntax changes mean that system models have to evolve
to retain compatibility. This evolution is currently performed
manually, though it is envisioned that (semi-) automatic model
migrations could be made available when a new version of the

FuSaFoMo language is created. An infrastructure for testing
these migrations against sample system models could then
lower the burden for users to switch FuSaFoMo versions.
B. Formalize the Design Process
Another effort in the aSET is to examine the design process
of safety-critical components, and develop methods to formalize and enhance this process.
These stages of development and verification of the system
is typically represented by a process diagram such as the
typically used “V-cycle” [12], which has development of
components down the left-side of the V, and integration and
testing up the right-side of the V. As explained earlier, multiple
loops exist in this process due to discovered issues. These
loops back to an earlier step often brings high costs as designs
must be modified and re-verified.
Such a design process could be made explicit through
model-based techniques such as the Formalism Transformation
Graph + Process Model [13]. This representation of the steps
in the process and how they interact with model formalisms
could enable (semi-)automatic enactment of steps including
verification steps, and enhance the traceability of the process
as required by the ISO 26262 standard.
The design of complicated systems can also be enhanced
with the integration of a contract-based approach [14], [15],
[16], [17] into the design process. The aSET project is
exploring this direction with an effort on formalizing system
requirements as structured contracts, which are then mapped
into a temporal logic. An example of this structured language
is seen in Figure 2, which offers operators to reason about
the signals in a system, and scopes and patterns [18], [19]
to define when the contract holds. The underlying Signal
Temporal Logic (STL) can be automatically generated from
these contracts and then verified on system models using
toolboxes such as Breach [20]. Note that in these contracts,

for scenario definition, and b) be able to rapidly produce these
visualizations as the components and scenarios evolve. These
artefacts would then be produced automatically for the safety
engineers following changes in the modeled components or
the scenario definitions.
Challenges: Various licensing and financial concerns have
hampered the development of continuous testing procedures
for performing these SAHARA simulations in a reproducible manner. For example, it is difficult to deploy the
Simulink R tool in a container system for automated simulation due to these licensing issues, preventing full continuous
integration and testing at this time.
IV. D EVO PS DURING A SET D EVELOPMENT
Fig. 2: Contract for verifying system behaviour.

operators are provided to possibly link signals to a FuSaFoMo
model. This allows for the verification to be performed on
simulations of the modeled component.
This contract also demonstrates an example of an inconsistency found during the formalization of the requirements.
The description of the contract in Figure 2 mentions ‘within
t_SYSTEM_RESPONSE’, which suggests that this contract
refers to a required response within a timeout. However, as
the figure shows, this requirement actually specifies a periodic
task, where t_SYSTEM_RESPONSE is the period between the
system requests.
Challenges: Currently in progress is the ability to have constant verification, where the STL can be verified against traces
from the system during the writing of contracts. However, a
key challenge is how to define the test conditions for each
of these tests, especially as the models of the system may be
under-specified during development.
C. Simulation-Aided Hazard and Risk Analysis (SAHARA)
The ISO 26262 standard focuses on the process for ensuring
safety of automotive components, including defining the necessary steps to perform a Hazard And Risk Analysis (HARA).
The aSET project has an objective to automate HARA to lower
the time and cost of performing these HARAs on automotive
components through fault injection and simulation techniques.
Following related work such as [21], one goal of aSET
is to perform simulations on the behaviour of safety-critical
components, under a variety of a) faults in the signals of
the component (lack of signal, delayed signal, etc.), and b)
road conditions (highway, rainy, crossing pedestrian, etc.). The
outcome of these simulations could be a visualization so that
the safety engineers performing the HARA have a greater
appreciation of the scenario.
It is clear that the delay between a safety engineer wishing
to visualize a scenario and obtaining that visualization should
be as short as possible. This is due to the time- and person- cost
inherent in the HARA discussion process. Therefore, efforts
are being undertaken to a) provide a domain-specific language

This section will describe how DevOps techniques were
used during the development of the aSET project itself. We
focus on three directions which ensured constant, high quality
releases to the industrial partners: a) continuous testing of
artefacts, b) a culture of evaluation and feedback, and c)
traceability of artefacts and discussions/decisions. While these
activities may seem trivial to software developers familiar
with DevOps principles, they are rarely seen in industrial and
academic research projects such as aSET despite the clear
benefits and minimal cost.
A. Continuous Testing
The aSET artefacts are contained in a GitLab3 repository,
including best practices documentation for users and developers, examples of tool use, and the artefacts for tool distribution.
In particular, the Eclipse and XText plugins developed in the
project for the FuSaFoMo and contract language are freshly
built for each code commit, ensuring that there are no errors.
There are also additional parsing checks, where a sample
model is checked by the language parser. This ensures that
syntax changes are explicitly thought about by the language
designer, and that these tests can be properly communicated
as examples for the industrial partners to change their models.
As previously mentioned, a challenge for this continuous
testing is the setup of the containers and the testing process
itself. Technical or licensing issues may hinder the process,
as well as accessing proprietary data or models which is
stored among the different partners in various tools. While this
hinders complete regression testing, the solution is considered
outside the scope of the aSET project.
The use of continuous testing and integration allows us to
ensure that new features and fixes are automatically tested and
released, so that the industrial users can easily obtain the latest
version.
B. Feedback Culture
An important part of the aSET project is the culture of
evaluation and feedback which has been fostered. Industrial
and research partners communicate on the repository itself,
utilizing issues to discuss key areas of concerns. Information
has been also provided to the aSET partners on the Git
3 https://gitlab.com/

concepts of tags, branches, and commits. This enables partners
to accurately identify precisely where and when issues arose,
and validate proposed features before integration into main
development.
Challenges still to be overcome include motivating all
relevant participants to be active in the feedback process,
such as when key members are missing from a discussion.
While this may be mainly an issue at the level of project
management, there could be further technical assistance. For
example, having fine-grained control on issues and commits to
suggest their importance to various stakeholders. Another facet
would be to move beyond the binary mention of a username
in an issue, but instead to set users as blockers for the issue,
such that it cannot process without their feedback.
C. Traceability
All aSET project discussions occur on the GitLab repository
as comments on tracked issues. This allows issues to directly
connect and evolve with the code and commits, as issues move
from ideas to code to validation. This traceability is key for
both the research and industrial partners. On the industrial side,
it allows for knowledge dissemination, especially in an onboarding process where new employees join the conversation.
On the research and project managerial side, it allows for the
tracking of key metrics and project status.
V. C ONCLUSION
The goal of the Flanders Make aSET project is to deliver
improvements to the design process of safety-related cyberphysical systems. This paper provides details to how DevOps
principles such as continuous testing and continuous feedback
are a) integrated into the design process of safety-critical
systems, and b) used in the aSET project itself. Integration
of DevOps principles into the design process can lower the
time taken for costly functional safety design, by speeding up
iteration time and catching errors earlier in the process.
As a final remark, we note that the project stakeholder’s
response to these principles has been positive, as DevOps gives
confidence to our industrial partners to continuously use and
evaluate our research and tools.
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